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A short book in the "Web Security Topics" series, by the well-known authors Nigel and Jenny Chapman.
Web applications are often entrusted with sensitive data which must be protected in transit between the Web
browser and server to prevent its interception. Networks, especially wireless networks, are susceptible to
eavesdropping, and precautions must be taken to ensure that it is not possible to read or interfere with data in
the event of interception. Care must also be taken that data goes to its intended destination and is not waylaid
en route.
Written for professional and student Web developers, this little book provides a clear, non-mathematical
introduction to the essentials of cryptography and to the protocols used for securing communication on the
World Wide Web, specifically TLS/SSL and HTTPS. The examples focus especially on the requirements of
small e-commerce sites. Short working programs written in JavaScript/Node.js are provided throughout the
book and via the companion site websecuritytopics.info.
Topics covered include the encryption and decryption of data, the principles underlying ciphers such as DES
and AES, message authentication using SHA and HMAC, the use of OpenSSL for encryption and hash
computation, public key cryptography and certificates and digital signatures. The TLS/SSL protocol is
described in some detail together with its use in HTTPS, the secure version of HTTP used to safeguard
sensitive Web sites.
Clear key points provide useful summaries at the end of each section, and technical terms are defined in a
14-page glossary. A mail-in form at the back of the book enables every purchaser to claim a free PDF copy
from the publisher.
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From reader reviews:

Ricardo Boddie:

This book untitled A Web Developer's Guide to Secure Communication (Web Security Topics) to be one of
several books in which best seller in this year, that is because when you read this publication you can get a
lot of benefit in it. You will easily to buy this book in the book retailer or you can order it by means of
online. The publisher in this book sells the e-book too. It makes you more readily to read this book, as you
can read this book in your Touch screen phone. So there is no reason to you personally to past this book from
your list.

Emma Lavigne:

The actual book A Web Developer's Guide to Secure Communication (Web Security Topics) will bring one
to the new experience of reading the book. The author style to spell out the idea is very unique. In the event
you try to find new book to see, this book very acceptable to you. The book A Web Developer's Guide to
Secure Communication (Web Security Topics) is much recommended to you to study. You can also get the
e-book from the official web site, so you can more easily to read the book.

Jason Rickman:

People live in this new moment of lifestyle always aim to and must have the spare time or they will get great
deal of stress from both lifestyle and work. So , once we ask do people have time, we will say absolutely
indeed. People is human not really a huge robot. Then we consult again, what kind of activity have you got
when the spare time coming to a person of course your answer will probably unlimited right. Then do you try
this one, reading publications. It can be your alternative with spending your spare time, the book you have
read is A Web Developer's Guide to Secure Communication (Web Security Topics).

Wm Dunlap:

E-book is one of source of understanding. We can add our expertise from it. Not only for students but
additionally native or citizen want book to know the upgrade information of year to be able to year. As we
know those guides have many advantages. Beside we add our knowledge, also can bring us to around the
world. From the book A Web Developer's Guide to Secure Communication (Web Security Topics) we can
acquire more advantage. Don't you to definitely be creative people? To become creative person must like to
read a book. Only choose the best book that acceptable with your aim. Don't be doubt to change your life at
this time book A Web Developer's Guide to Secure Communication (Web Security Topics). You can more
desirable than now.
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