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The practical guide to building and running incident response and product security teams
 
Damir Rajnovic
 
Organizations increasingly recognize the urgent importance of effective, cohesive, and efficient security
incident response. The speed and effectiveness with which a company can respond to incidents has a direct
impact on how devastating an incident is on the company’s operations and finances. However, few have an
experienced, mature incident response (IR) team. Many companies have no IR teams at all; others need help
with improving current practices. In this book, leading Cisco incident response expert Damir Rajnovi´c
presents start-to-finish guidance for creating and operating effective IR teams and responding to incidents to
lessen their impact significantly.
Drawing on his extensive experience identifying and resolving Cisco product security vulnerabilities, the
author also covers the entire process of correcting product security vulnerabilities and notifying customers.
Throughout, he shows how to build the links across participants and processes that are crucial to an effective
and timely response.
This book is an indispensable resource for every professional and leader who must maintain the integrity of
network operations and products—from network and security administrators to software engineers, and from
product architects to senior security executives.
 
    -Determine why and how to organize an incident response (IR) team
    -Learn the key strategies for making the case to senior management
    -Locate the IR team in your organizational hierarchy for maximum effectiveness
    -Review best practices for managing attack situations with your IR team
    -Build relationships with other IR teams, organizations, and law enforcement to improve incident response
effectiveness
    -Learn how to form, organize, and operate a product security team to deal with product vulnerabilities and
assess their severity
    -Recognize the differences between product security vulnerabilities and exploits
    -Understand how to coordinate all the entities involved in product security handling
    -Learn the steps for handling a product security vulnerability based on proven Cisco processes and
practices
    -Learn strategies for notifying customers about product vulnerabilities and how to ensure customers are
implementing fixes
 
This security book is part of the Cisco Press Networking Technology Series. Security titles from Cisco Press
help networking professionals secure critical data and resources, prevent and mitigate network attacks, and
build end-to-end, self-defending
networks.
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From reader reviews:

Carolyn Fletcher:

Have you spare time for just a day? What do you do when you have far more or little spare time? Yep, you
can choose the suitable activity with regard to spend your time. Any person spent their own spare time to
take a wander, shopping, or went to typically the Mall. How about open as well as read a book entitled
Computer Incident Response and Product Security (Networking Technology: Security)? Maybe it is to
become best activity for you. You know beside you can spend your time together with your favorite's book,
you can cleverer than before. Do you agree with it is opinion or you have other opinion?

David Veal:

Why? Because this Computer Incident Response and Product Security (Networking Technology: Security) is
an unordinary book that the inside of the guide waiting for you to snap that but latter it will jolt you with the
secret the item inside. Reading this book close to it was fantastic author who else write the book in such
awesome way makes the content interior easier to understand, entertaining method but still convey the
meaning completely. So , it is good for you because of not hesitating having this any more or you going to
regret it. This book will give you a lot of advantages than the other book have such as help improving your
skill and your critical thinking means. So , still want to hesitate having that book? If I were being you I will
go to the guide store hurriedly.

Ralph Dell:

Your reading 6th sense will not betray an individual, why because this Computer Incident Response and
Product Security (Networking Technology: Security) book written by well-known writer who knows well
how to make book that may be understand by anyone who all read the book. Written inside good manner for
you, dripping every ideas and publishing skill only for eliminate your current hunger then you still hesitation
Computer Incident Response and Product Security (Networking Technology: Security) as good book not just
by the cover but also by content. This is one book that can break don't evaluate book by its cover, so do you
still needing yet another sixth sense to pick this kind of!? Oh come on your studying sixth sense already
alerted you so why you have to listening to another sixth sense.

Latashia Bartlett:

Some people said that they feel weary when they reading a publication. They are directly felt the item when
they get a half parts of the book. You can choose the particular book Computer Incident Response and
Product Security (Networking Technology: Security) to make your reading is interesting. Your own skill of
reading expertise is developing when you similar to reading. Try to choose easy book to make you enjoy to
read it and mingle the sensation about book and looking at especially. It is to be initial opinion for you to like
to start a book and examine it. Beside that the publication Computer Incident Response and Product Security
(Networking Technology: Security) can to be your friend when you're sense alone and confuse with the



information must you're doing of that time.
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