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Expert solutions for securing network infrastructures and VPNs

- Build security into the network by defining zones, implementing secure routing protocol designs, and
building safe LAN switching environments

- Understand the inner workings of the Cisco PIX Firewall and analyze in-depth Cisco PIX Firewall and
Cisco |0S Firewall features and concepts

- Understand what VPNs are and how they are implemented with protocols such as GRE, L2TP, and IPSec

- Gain a packet-level understanding of the IPSec suite of protocols, its associated encryption and hashing
functions, and authentication techniques

- Learn how network attacks can be categorized and how the Cisco IDS is designed and can be set upto
protect against them

- Control network access by learning how AAA fitsinto the Cisco security model and by implementing
RADIUS and TACACS+ protocols

- Provision service provider security using ACLs, NBAR, and CAR to identify and control attacks

- Identify and resolve common implementation failures by evaluating real-world troubleshooting scenarios

As organizations increase their dependence on networks for core business processes and increase access to
remote sites and mobile workers viavirtual private networks (VPNS), network security becomes more and
more critical. In today's networked era, information is an organization's most valuable resource. Lack of
customer, partner, and employee access to e-commerce and data servers can impact both revenue and
productivity. Even so, most networks do not have the proper degree of security. Network Security Principles
and Practices provides an in-depth understanding of the policies, products, and expertise that brings
organization to this extremely complex topic and boosts your confidence in the performance and integrity of
your network systems and services. Written by a CCIE engineer who participated in the development of the
CCIE Security exams, Network Security Principles and Practicesis the first book that provides a
comprehensive review of topicsimportant to achieving CCIE Security certification.

Network Security Principles and Practices is a comprehensive guide to network security threats and the
policies and tools devel oped specifically to combat those threats. Taking a practical, applied approach to
building security into networks, the book shows you how to build secure network architectures from the
ground up. Security aspects of routing protocols, Layer 2 threats, and switch security features are all
analyzed. A comprehensive treatment of VPNs and IPSec is presented in extensive packet-by-packet detail.
The book takes a behind-the-scenes look at how the Cisco PIX(r) Firewall actually works, presenting many
difficult-to-understand and new Cisco PIX Firewall and Cisco IOS® Firewall concepts. The book launches
into adiscussion of intrusion detection systems (IDS) by analyzing and breaking down modern-day network
attacks, describing how an IDS deals with those threats in general, and elaborating on the Cisco
implementation of IDS. The book also discusses AAA, RADIUS, and TACACS+ and their usage with some
of the newer security implementations such as VPNs and proxy authentication. A complete section devoted
to service provider techniques for enhancing customer security and providing support in the event of an
attack is also included. Finally, the book concludes with a section dedicated to discussing tried-and-tested
troubl eshooting tools and techniques that are not only invaluable to candidates working toward their CCIE



Security lab exam but also to the security network administrator running the operations of a network on a
daily basis.
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From reader reviews:
Maria Smith:

Have you spare time for a day? What do you do when you have far more or little spare time? Y ep, you can
choose the suitable activity for spend your time. Any person spent al their spare time to take a go walking,
shopping, or went to typically the Mall. How about open or perhaps read a book eligible Network Security
Principles and Practices (CCIE Professional Development)? Maybe it isto be best activity for you. You
know beside you can spend your time along with your favorite's book, you can smarter than before. Do you
agree with the opinion or you have various other opinion?

Mae Modley:

Network Security Principles and Practices (CCIE Professional Development) can be one of your starter
books that are good idea. We all recommend that straight away because this reserve has good vocabulary that
could increase your knowledge in vocab, easy to understand, bit entertaining but neverthel ess delivering the
information. The writer giving his’her effort to put every word into satisfaction arrangement in writing
Network Security Principles and Practices (CCIE Professional Development) although doesn't forget the
main level, giving the reader the hottest as well as based confirm resource facts that maybe you can be one of
it. This great information can drawn you into brand new stage of crucial considering.

Ricardo Hayward:

As ascholar exactly feel bored to help reading. If their teacher expected them to go to the library in order to
make summary for some publication, they are complained. Just little students that has reading's heart and
soul or real their hobby. They just do what the educator want, like asked to go to the library. They go to
generally there but nothing reading significantly. Any students feel that reading is not important, boring in
addition to can't see colorful images on there. Yeah, it isto get complicated. Book is very important for you.
Aswe know that on this age, many ways to get whatever you want. Likewise word says, waysto reach
Chinese's country. Therefore this Network Security Principles and Practices (CCIE Professional
Development) can make you really feel more interested to read.

Wesley Baker:

Reading a publication make you to get more knowledge from it. Y ou can take knowledge and information
from your book. Book iswritten or printed or illustrated from each source that will filled update of news. In
this modern eralike now, many ways to get information are available for anyone. From media social such as
newspaper, magazines, science e-book, encyclopedia, reference book, fresh and comic. Y ou can add your
understanding by that book. Do you want to spend your spare time to open your book? Or just seeking the
Network Security Principles and Practices (CCIE Professional Development) when you desired it?
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